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Goal of session

Understand the extensive ways a JSON Web Token can be utilized in the
IBM® Security Access Manager ecosystem



Agenda

« Overview of OIDC mapping rules and how to manipulate the ID Token
claims

 Utilizing Attribute Sources to populate JWT claims

- Sending a JWT to a junction application using SSO Junctions and Trust
Chains

« Accepting Authorization headers with JWT content to create an
authenticated session

« OAUTH 2.0 JWT Bearer Profile Overview



Overview of OIDC mapping rules
and how to manipulate the ID
Token claims

Review of Mapping Rule Locations

Support Published Technotes and
Open Mic Resources



Review of Mapping Rule Locations

Filter with

A, Home Monitor { 2A Secure 2 Secure 2\ Secure -
Appliance Dashboard E Anzalysis and Diagnostics \_@ Web Settings './ Access Control &@ Federation ‘Oaut h’

Manage @—} Global Settings Global Keys

Fi . Federations » Advanced Configuration R
Mapping Rules
m Security Token Service m User Registry 1
m Attribute Source » Runtime Parameters
-| w Grants = Template Files [* Aadd ) import Edit Delete oauth| X ]

m OpenID Connect and @“» Mapping Rules -
@ Export ﬁ Replace
» Alias Service Settings Distributed Session Cache P P

m Server Connections

Mapping Rules N
» Partner Templates
= Point of Contact azncodeproviderPostTokenGeneration
m Access Policies Category: OAUTH

azncodeproviderPreTokenGeneration
Category: OAUTH

mmfaPostTokenGeneration
Category: OAUTH

mmfaPreTokenGeneration
Category: OAUTH



Review of Mapping Rule Locations

Fitter with

A, Home
‘Oauth’ ﬁ Appliance Dashboard
Policy
Mapping Rules
[* Aadd ) import Edit Delete oauth|

@ Export @ Replace
Mapping Rules

azncodeproviderPostTokenGeneration
Category: OAUTH

azncodeproviderPreTokenGeneration
Category: OAUTH

mmfaPostTokenGeneration
Category: OAUTH

mmfaPreTokenGeneration
Category: OAUTH

Monitor
Analysis and Diagnostics

Manage

Devices

Grants

FIDO2 Registrations

] Database Maintenance

SCIM Configuration

f cure 3 Secure CFA Secure
=D o './ Access Control @ Federation

Global Settings |« @

m Advanced Configuration
» User Registry

m Runtime Parameters

s Template Files
Mapping Rules < @

Push Notification Providers g Distributed Session Cache

MMFA Configuration
Attribute Source
FIDO2 Configuration

m Server Connections
m Point of Contact

» Access Policies



Review of Mapping Rule Locations

IBM Security Access Manager
A, Home @ Monitor { 2A Secure 2 Secure
Appliance Dashboard Anzalysis and Diagnostics \@ Web Settings './Access Control

Policy 4_@ Manage Global Settings
Fi

m Access Control » Devices u Advanced Configuration
é » Authentication m Grants m User Registry
= Risk Profiles » FIDOZ Regis  QOpenlD Connect and API Protection Definitions Resources Clients |Mapping Rules 4—@
~| m Attributes » Database M:
m Obligations = SCIM Config
@ OpeniD Connect and API Protactionls Push Notifica Lo Add ] import Edi Delete ) Export ) Replace
= Information Points = MMFA Confic

Mapping Rules
m Extensions m Attribute Sou pping

m FIDO2 Confi azncodeproviderPostTokenGeneration

Category: OAUTH

azncodeproviderPreTokenGeneration
Category: OAUTH

mmfaPostTokenGeneration
Category: OAUTH

mmfaPreTokenGeneration
Category: OAUTH 9



Support Published Technotes and Open Mic Resources

Fine-Tuning ID Tokens in ISAM Advanced Access Control for OIDC Flows:
http://www.ibm.com/support/docview.wss?uid=ibm10878999

« Covers Authorization Code Flow
« Covers Implicit Flow
« Covers Userinfo output for Authorization Code flow

« Covers Userinfo output for Implicit flow

STSUniversalUser Overview:

http://www.ibm.com/support/docview.wss?uid=ibm10881007 &aid=1
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Utilizing Attribute Sources
to populate JWT claims

Attribute source location

Creating an attribute source

Attaching to an API protection

Confirming attribute presence with trace logs
Limiting attributes based on scope

Testing the configuration



Attribute source location

IBM Security Access Manager

A, Home a Monitor { A Secure 2 Secure %\ Secure
Appliance Dashboard | Analysis and Diagnostics \@ Web Settings {./ Access Control t@ Federation <

@—-} Manage Global Settings Global Keys
=}

<

Federations m Advanced Configuration m LTPA Keys
m Security Token Service m User Registry » Kerberos Keytab File
@—> Attribute Source m Runtime Parameters
m Grants » Template Files

m OpenID Connect and API Protection w Mapping Rules

» Alias Service Settings y Distributed Session Cache

]

m Server Connections

Partner Templates

o

» Point of Contact

m Access Policies
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Creating an attribute source

Attribute Sources can hold a fixed value

Add Attribute Source
Attribute Source
[ Addv | [o7Edit [cFDelete %y Refresh Type: Fixed
fied — Attribute Name: fixedname
Credential € )
LDAP Value: fixedvalue|

Add Cancel




Creating an attribute source

Attribute Sources can be associated with Reverse Proxy credential entries
We’ve mapped ‘AZN_CRED_QOP_INFO’ Add Attibute Source

to ‘tls-connection-data’

Attribute Name: tis-connection-data
Credential Attribute | AZN_CRED_QOP_INFO ‘ = ’
Attribute Source AUTHENTICATION_LEVEL

AZN_CRED_AUTHNMECH_INFO
AZN_CRED_AUTHZN_ID

@ Add ¥ Edit Delete  “ Refresh AZN_CRED_AUTH_METHOD
E : > AZN_CRED_BROWSER_INFO
e AZN_CRED_GROUPS
Credential M€ AZN_CRED_GROUP_REGISTRY_IDS
LDAP AZN_CRED_GROUP_UUDS
AZN_CRED_IP_FAMILY

AZN_CRED_MECH_ID
AZN_CRED_NETWORK_ADDRESS_STR
AZN_CRED_PRINCIPAL_DOMAIN
AZN_CRED_PRINCIPAL_NAME
AZN_CRED_PRINCIPAL_UUD
AZN_CRED_QOP_INFO
AZN_CRED_REGISTRY_ID
tagvalue_login_user_name
tagvalue_max_concurrent_web_sessions
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Creating an attribute source

You can also map custom credential attributes by manually specifying a

value in the ‘Credential Attribute’ field

Add Attribute Source

Attribute Source
Type: Credential

[ Add v Edit Delete % Refresh
' : P> Attribute Name: aac-auth-types

Fixed
; ne .
Credential Credential Attribute authentication[Types

LDAP

Cancel
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Creating an attribute source

Attribute Sources can retrieve values from LDAP servers as well.

This requires a predefined

Add Attribute Source

‘Server Connection’.

Type: LDAP
Attribute Source Attribute Name: ldap-commonName
LDAP Attribute: cn
Pk - .
E’ fad Edt Dok L @ Refresh Server Connection: AD-hyperv.lab v
Fixed —
) Scope: Subtree v
Credential M€
LDAP Selector:
Search fiter: userPrincipalName={AZN_CRED_PRINCIPAL_NAME}
Base DN: CN=Users,DC=hyperv,DC=lab

Add Cancel

Documentation Reference :

https://www.ibm.com/support/knowledgecenter/en/SSPREK 9.0.7/com.ibm.isam.doc/admin/task/tsk mng attribute sources.html
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Attaching to an API protection

IBM Security Access Manager
Home Monitor

Fi

O

O] Appliance Dashboard

o

Access Control

Authentication

Risk Profiles

Attributes

Obligations

OpenlD Connect and API Protection

Information Points

Extensions

o

§ (\\ Secure _ Secure
_

Manage Global Settings
Devices u Advanced Configuration
Grants » User Registry

FIDO2 Registrations » Runtime Parameters
Database Maintenance » Template Files

SCIM Configu-——*-- Bl e

Push Notificat OpeniD Connect and APl Protection

MMFA Configt
Attribute Soul
FIDO2 Config

+ [Fle—(o)
API Defi Edit Definition

Analysis and Diagnostics ) web Settings "/Access Control ¢ ( : )

Definitions | Resources Clients

Mapping Rules
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Attaching to an API protection

The ‘Attribute Name’ will be the name referenced in the mapping rules

v OpenlD Connect Provider

Attribute mapping
[4,}’ New Delete

Attribute Name

attrSrc-fixedvalue
attrSrc-credAttr
attrSrc-customAttr

attrSrc-ldapAttr

Attribute Source

fixedname

tis-connection-data

aac-auth-types

ldap-commonName
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Confirming attribute presence with trace logs

Example mapping rule syntax:

var fixedAttrSrcAttr = stsuu.getAttributeContainer().getAttributeValueByNameAndType("attrSxc-

fixedvalue","uxn:ibm:names:ITFIM:5.1:accessmanager") ;
IDMappingExtUtils.traceString("Fixed Attribute Source Attribute Value: [" + fixedAttrSrcAttr + "I1");

var credAttrSrcAttr = stsuu.getAttributeContainexr().getAttributeValueByNameAndType ("attrSxrc-
credAttzr","urn:ibm:names:ITFIM:5.1:accessmanager");
IDMappingExtUtils.traceString("Credential Attribute Source Attribute Value: [" + credAttrSrcAttr + "]1");

var customCredAttrSrcAttr = stsuu.getAttributeContainer().getAttributeValueByNameAndType("attxrSxc-

customAttxr","urn:ibm:names:ITFIM:5.1:accessmanager") ;

IDMappingExtUtils.traceString("Custom Credential Attribute Source Attribute Value: [" + customCredAttrSrcAttr + "]");

var ldapAttrSrcAttr = stsuu.getAttributeContainexr().getAttributeValueByNameAndType ("attrSxc-
ldapAttz","urn:ibm:names:ITFIM:5.1:accessmanager");
IDMappingExtUtils.traceString("LDAP Attribute Source Attribute Value: [" + ldapAttrSrcAttr + "]1");

Trace Specification:

com.tivoli.am.fim.trustserver.sts.utilities.IDMappingExtUtils.*=ALL
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Confirming attribute presence with trace logs

Example STSUU contents:

<stsuuser:AttributelList>

<stsuuser:Attribute name="attrSrc-credAttr" type="urn:ibm:names:ITFIM:5.1:accessmanager">
<stsuuser:Value>SSK: TLSV12: 9C</stsuuser:Value>
</stsuuser:Attribute>

<stsuuser:Attribute name="attrSrc-fixedvalue" type="urn:ibm:names:ITFIM:5.1:accessmanager">
<stsuuser:Value>fixedvalue</stsuuser:Value>

</stsuuser:Attribute>

<stsuuser:Attribute name="attrSrc-customAttr" type="urn:ibm:names:ITFIM:5.1:accessmanager"/>

<stsuuser:Attribute name="attrSrc-ldapAttr" type="urn:ibm:names:ITFIM:5.1:accessmanager">

<stsuuser:Value>Joseph User</stsuuser:Value>
</stsuuser:Attribute>
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Confirming attribute presence with trace logs

Trace Output:

[8/2/19 3:37:05:376 CDT] 00000426 id=00000000 om.tivoli.am.fim.trustserver.sts.utilities.

traceString ENTRY Fixed Attribute Source Attribute Value: [fixedvalue]

[8/2/19 3:37:05:376 CDT] 00000426 id=00000000
traceString RETURN

[8/2/19 3:37:05:376 CDT] 00000426 id=00000000
traceString ENTRY Credential Attribute Source
[8/2/19 3:37:05:376 CDT] 00000426 id=00000000
traceString RETURN

[8/2/19 3:37:05:377 CDT] 00000426 id=00000000
traceString ENTRY Custom Credential Attribute
[8/2/19 3:37:05:377 CDT] 00000426 id=00000000
traceString RETURN

[8/2/19 3:37:05:377 CDT] 00000426 id=00000000

om.tivoli.am.fim.trustserver.sts.

om.tivoli.am.fim.trustserver.sts.

utilities.

utilities.

Attribute Value: [SSK: TLSV12: 9C]

om.tivoli.am.fim.trustserver.sts.

om.tivoli.am.fim.trustserver.sts
Source Attribute Value: [null]

om.tivoli.am.fim.trustserver.sts.

om.tivoli.am.fim.trustserver.sts.

traceString ENTRY LDAP Attribute Source Attribute Value: [Joseph User]

[8/2/19 3:37:05:377 CDT] 00000426 id=00000000
traceString RETURN

om.tivoli.am.fim.trustserver.sts

utilities.

.utilities.

utilities.

utilities.

.utilities.

IDMappingExtUtils
IDMappingExtUtils
IDMappingExtUtils
IDMappingExtUtils
IDMappingExtUtils
IDMappingExtUtils
IDMappingExtUtils

IDMappingExtUtils
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Limiting attributes based on scope

You can extend the ‘definitionPreTokenGeneration’ mapping rule
logic block on lines 743-750 to extend scope functionality.

Example code:

if (temp_attr.getValues() [scope].includes("fixed") %
is_fixed_scope = true;

%

if (temp_attr.getValues() [scope].includes("credential") {
is_cred_scope = true;

%

if (temp_attr.getValues() [scope].includes("custom") {
is_custom_scope = true;

%

if (temp_attr.getValues()[scope].includes("ldap") %
is_ldap_scope = true;

%

if (temp_attr.getValues() [scope].includes("all") {
is_all_scope = true;

ky
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Limiting attributes based on scope

You would then add logic in the ‘definitionPreTokenGeneration’
mapping rule to the ‘1f (populate_id_token || save_cred_attrs)
1 block to extend the scope functionality.

Example code snippet of ‘all’ scope logic:

if(is_all_scope) %

if(fixedAttrSrcAttr !=null && fixedAttrSrcAttr != "") {

stsuu.addAttribute(new com.tivoli.am.fim.trustserver.sts.uuser.Attribute("fixedAttribute", "urn:ibm:jwt:claim",
fixedAttrSrcAttr));

t else §

stsuu.addAttribute(new com.tivoli.am.fim.trustserver.sts.uuser.Attribute("fixedAttribute", "urn:ibm:jwt:claim",
"missing"));

%

ky

Full example JavaScript file located at :
https://github.com/IBM-Security/isam-support/blob/master/config-

example/aac/oauth js/oidc/implicit/oauth-oidc-implicit-preTokenGeneration-attributeSource-with-scope.js
23
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Testing the configuration

My test requested used an ‘Implicit’ flow for simplicity. Scope of ‘all’

https://1isam9070.hyperv.lab/mga/sps/oauth/oauth20/authorize?client_id=implicit_client&scope=op
enidf%20all&response_type=id_token&redirect_uri=https://jwt.io&nonce=blah&state=blah

PAYLOAD:
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Testing the configuration

My test requested used an ‘Implicit’ flow for simplicity. Scope of ‘1dap’

https://1isam9070.hyperv.lab/mga/sps/oauth/oauth20/authorize?client_id=implicit_client&scope=op
enid%20ldap&response_type=id_token&redirect_uri=https://jwt.io&nonce=blah&state=blah

PAYLOAD:

25



Testing the configuration

My test requested used an ‘Implicit’ flow for simplicity. Scope of ‘1dap’
and ‘fixed’

https://1isam9070.hyperv.lab/mga/sps/oauth/oauth20/authorize?client_id=implicit_client&scope=op
enidf%20fixed%201ldap&response_type=id_token&redirect_uri=https://jwt.io&nonce=blah&state=blah

PAYLOAD:

15am9876.hyperv.1a 1 implicit
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Sending a JWT to a junction
application using SSO Junctions and
Trust Chains

Documentation Reference

Creating an STS Module Template

Creating an STS Chain

Configuring the SSO Junction

Editing the Reverse Proxy Configuration File

Testing the Configuration



Documentation Reference

Reverse Proxy SSO Junction related documentation:

Single sign-on with the Security Token Service

«  The documentation defines how the Trust Service Chain should be configured

Stanza Reference: [tfimsso:/junction]

« Stanzareference for the [tfimsso] stanza

Stanza Reference: [tfim-cluster:cluster]

« Stanza reference for the SOAP call to the STS cluster
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Creating an STS Module Template

Navigate to the ‘Security Token Service’ Menu

IBM Security Access Manager

PA, Home 4| Monitor { 2 Secure _ Secure &\ Secure
@ Appliance Dashboard Analysis and Diagnostics \(‘5 Web Settings E/;./ Access Control h@ Federation

@—> Manage Global Settings Global Keys

» Federations » Advanced Configuration m LTPA Keys

@ > Security Token Service » User Registry » Kerberos Keytab File
» Attribute Source » Runtime Parameters
m Grants » Template Files

» OpenID Connect and API Protection w Mapping Rules

» Alias Service Settings » Distributed Session Cache
m Server Connections
» Partner Templates
» Point of Contact

m Access Policies
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Creating an STS Module Template

Navigate to the ‘Templates’ sub menu and ‘Add’ a new Template

IBM Security Access Manager

P, Home 7| Monitor { A Secure _ Secure &\ Secure
Applian:e Dashboard l”“l.&nalysis and Diagnostics \\@ Web Settings ‘[?./ Access Control ‘@ Federation
Security Token Service Module Chains | Templates ' < @

% @ Add Edit Delete Fiter
Templates

No items to display
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Creating an STS Module Template

Add a ‘Name’ and ‘Description’ for your Template

New Template

* Name: I jwi-sso-jct-template]

Description: Template for a JWT STS SSO Junction

@ > OK Cancel

Select ‘OK’ to create the Template
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Creating an STS Module Template

Select your template, add modules, and specify the ‘Mode’ of operation

O—

Add to Template

@_uuw-u-} Default Jwt Module

Description: Default Jwt Module Instance

@ ey > Issue v

OK Cancel
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Creating an STS Chain

Navigate to the ‘Module Chains’ sub menu
Select the ‘Add’ button to create a new STS Chain

Security Token Service Module Chains Templates Modules

 [F Add Edit Delete

Module Chains
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Creating an STS Chain

Use a descriptive naming convention for the ‘Name’ and provide an optional
‘Description’. Select the ‘Template’ that we created earlier for use.

New Module Chain

Overview Lookup Security Properties
* Name: jwi-sso-jct-chain
Description: Trust Chain for the ‘jwtsso’ junction
* Template: jwt-sso-jct-template -~
Description: Template for a JWT STS SSO Junction
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Creating an STS Chain

The Reverse Proxy client uses | NewModule Chain
WS-Trust 1.3 so the ‘ITssue
(Oasis)’ ‘Request type’is

Overview Lookup Security Properties

* Request Type: Issue (Dasis)

m a- n d a-to ry° * URI http://docs.oasis-open.org/ws-sx/ws-trust/200512/lssue

@) Traditional WS-Trust Elements

Customize the ‘Applies to’ Lookup Type:
‘Address’ for this specific
junction.

(7)) XPath

Applies to

* Address: https:/fisam9070.hyperv.lab/jwisso

The ‘Issuer’ ‘Address’is Service Name:
per the documentation.

Issuer

Choose the ‘JWT’ token type.

Service Name:

Port Type:

Token Type: JWT|

*URL urn:ietf:params:oauth:token-type:jwt



Creating an STS Chain

The only properties that | NewModule Chain

need to be edited are

related to the ‘Default Querview | Lookup | Securty
JWt MOdUle, Template Contents

Default IVCred Token

From the ‘Pro pertles’ tab Default IV Credential Token Instance

Mode: Validate

optionally select a Detault Jwt Module
. Default Jwt Module Instance
‘Slgna‘ture Mode: lssue

algorithm’, ‘Signing
shared symmetric
key’, and when
applicable a
‘Certificate
Database’ and
‘Certificate Label’

Properties

Default Jwt Module (Issue)

JWT Signing

Signature algorithm
RS256

Sianinag shared symmetric key

Cerificate Database

rt_profile_keys

Certificate Label
jwtisso-signing-key

-
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Creating an STS Chain

Encryption is optional.

I won’t be encrypting for
my example.

Here we have the
‘Claims
configuration’ where
the JWT ‘Issuer’,
‘Subject’, ‘Audience’,
‘Expiration’ and other
JWT related attributes
can be specified.

New Module Chain

Overview Lookup Security

Template Contents

Default IVCred Token
Default IV Credential Token Instance
Mode: Validate

Default Jwt Module
Default Jwt Module Instance
Mode: Issue

Properties

Claim configuration

Value of "iss' to include

hitps:/fisam9070.hyperv.lab/jw

Value of "sub’ to include
{AZN_CRED_PRINCIPAL_NAM

Value of "aud’ to include

v/ Include "exp’ claim

JWT lifetime
3600

4
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Editing the Reverse Proxy Configuration File

The Reverse Proxy configuration file needs to be updated before the junction can be created.

Here are example proxy configuration entries that are required for the SSO junction to work :
[tfimsso:/jwtsso]

always-send-tokens = true

applies-to = https://isam9070.hyperv.lab/jwtsso
one-time-token = true

preserve-xml-token = false

token-collection-size = 1

renewal-window = 15

token-type = uxrn:ietf:params:oauth:token-type:jwt
token-transmit-type = header

token-transmit-name = jwt-authorization
tfim-cluster-name = isam-federation

[tfim-cluster:isam-federation]

server = 9,https://localhost/TrustServerWST13/sexrvices/RequestSecurityToken
timeout = 20

handle-pool-size = 10

handle-idle-timeout = 10

basic-auth-user = easuser

basic-auth-passwd = passwOrd

ssl-keyfile = pdszrv.kdb

ssl-keyfile-stash = pdsrv.sth



Configuring the SSO Junction

Create a junction for this JWT SSO solution. Our example will be a ‘Standard’ type

junction making a ‘TCP’ connection named * /jwtsso’

Create a Standard Junction

Junction Servers Basic Authentication Identity SSO and LTPA General
Creation of a junction for an initial server Junction Type
Junction Point Name * TCP
/jvtssol
SSL

Description
TCP Proxy
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Configuring the SSO Junction

On the ‘Servers’ sub menu add the ‘Target Backend Server(s)’. Here you can
add multiple servers for failover if necessary.

Create a Standard Junction

Junction Servers Basic Authentication Identity SSO and LTPA General

Target Backend Servers. At least one server is required to create a junction

P New | & Edit ‘ K Delete

Hostname
=

= No filter applied

ad.hyperv.lab
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Configuring the SSO Junction

On the ‘Identity’ sub menu be sure to select ‘Enable TFIM SSO’, this is critical to

the operation of the STS SSO Junction.

Create a Standard Junction
Junction Servers Basic Authentication Identity SSO and LTPA General

Supply identity information in HTTP headers

HTTP Basic Authentication Header Preserve names for non-domain cookies
Filter

Include session cookie
GSO Resource or Group

Include original junction path in cookies

HTTP Header Identity Information Insert client IP address
IV-USER ./ Enable TFIM SSO:
IV-USER-L

TV-CROIIPS

At this point we can ‘Save’ the junction.
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Testing the Configuration

To test the configuration, simply make a request to the junction.

You can trace the STS Connection using ‘pdweb.sso.tfim’ tracing

2019-08-02-09:48:40.783-05:00I----- thread(4) trace.pdweb.sso.tfim:8
/build/isam/src/idw/pdwebrte/sso/tfim/AMWTFIMClient.cpp:328: EXIT AMWTFIMClient::requestSecurityToken err=00000000

2019-08-02-09:48:40.783-05:00I----- thread(4) trace.pdweb.sso.tfim:9
/build/isam/sxc/idw/pdwebrte/sso/tfim/AMWNTFIMClient.cpp:346: token[ 0]: expires=--does not expire--
token=eyJralWQi0iJvSVoyY2IyUTZIWFOVOEN5LUFOR1BaX095eFppX05XUXVreWRoQURRLXIFIiwiYWxnIjoiUIMyNTYifQ.eyJ1bWFpbEFkZHI1c
3Mi0iJgdXN1lckBoeXBlcnYubGFiIiwiQVpOXONSRUREQVVUSFONRVRITOQi0iImYWlsb3Z1cilwYXNzd29yZCIsInRhZ3ZhbHV1X3VZzZXJfc2Vzc2l
vbl9pZCI6IMFYTmhiVGt3TnpCc2IXa3VhSGx3W1lhKMkxteGhZzaTFriWldaaGRXeDBBQTO9X1hVU1BNdOFBQUFJQUFBQXdNMD1FWGNQTEc5eEtmd@FBU
VV0S1ZFbDNUV1JZT1RKbO1WaEdURXBDU1RoSO1FNUxRekJIpTkZKUmRWcHpWblo2WjJoal56Z3dUa2RyYzBsQzpkZWZhdWxOIiwiQVpOXONSRUREUFJ
JTKNJUEFMX1VVSUQi0iIOZTdkMGViMilhYWIhLTExZTktODMINCOWMDEINWRIMDIXOWYiLCIBWk5EQ1IFRFORTIBESUSGTYI6IINTSZzogVEXTVEYO
1A5QyIsTkFaT19DUkVEX1BSSU5DSVBBTFOETO1BSU410iJEZWZhdWxOIiwiQVVUSEVOVEIDQVRITOSETEVIWRUWiOiIwIiwiQVpOXONSRUREUKVHSVN
UU11£SUQi0iJjbjlqdXNlcixkYz1lpc3dnYSIsIkFaT19DUkVEXOFVVEhERVBPQOhEVEINRSI6IFEINFQ3NTcAMTELILCIBWk5£Q1IFRFOORVRXTLILX
OFERFJFUINfU1RSIjoiMTAuMidwLjEiLCIBWk5EQ1IFRF9BVVRITK1FQOhESUSGTYI6IkZhaWxvdmVyIEF1dGhlbnRpY2FOaW9uIiwiQVpOXONSRUR
TUFJJITKNJUEFMXO5BTUUL01JqdXN1ciIsIkFaT19DUKVEXO1QXO0ZBTUIMWSI6TKFGXOLORVQiLCIOYWd2YWXx1ZV9zZXNzaW9uX21uZGV4IjoiYzI2N
ZY3N2EtYjUzNSOXMWUSLWFmMMTgtMDAXNTVKZTAYMTImIiwiQVpOXONSRURETKVUVO9SS19BRERSRVNTX0JJITiI6IjBAMGEWMjAWMDELLCIBWK5£Q1J
FRFOCUk9XUBVSXO10Rk8101iINb3ppbGxhLzUuMCAoV21uZG93cyBOVCAXMCA4wOyBXaW42NDsgeDYOKSBBcHBsZVd1YktpdC81MzcuMzYgKELIVEIML
CBsaWtlIEd1Y2tvKSBDaHJvbWUvNzYuMC4z0DA5Ljg3IFNhZmFyaS81MzcuMzYiLCIBWKk5EQ1IFRFOWRVITSU90IjoiMHgWMDAWMDKwNYIsTKkFaT19
DUKVEXO1FQOhESUQi01iJIVI9MREFQX1YZzLjAiLCIBWk5£Q1IFRFIBVVRIWK5ESUQ1i01JjbjlqdXNlcixkYz1pc3dnYSIsInRhZ3ZhbHV1X21heF9jb
257dXJyzZW50X3d1Y19zZXNzaW9ucyI6InVuc2VOIiwidGFndmFsdWVEbG9naW5fdXN1c19uYW11lIjoianVzZXIilLCIpc3MiOiJodHRwczovL21zYWO
5MDcwLmh5¢cGVydi5sYWIvandOc3NvIiwiZXhwIjoxNTYONzYXNDI5EQ...
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Testing the Configuration

Partial Output from ‘https://jwt.io’

PAYLOAD: DATA

{
"emallAddress”: "juser@hyperv.lab”,
"AZN_CRED_AUTH_METHOD": “"failover-password”,
"tagvalue_user_session_1id":
"aXNhbTkwNzBsbWkuaHIwZXJ2LmxhY11kZWZhdWxBAA==_XURPMwAAAAIA
AAAWMBIEXcjLGIXKTWAAQUNKVEL3TWRYOTJoMVhGTEpCSThKMESLQzB1NF
JRdVpzVnZ6Z2hiNzgwTkdrc@1C:default”,
"AZN_CRED_PRINCIPAL_UUID": "4e7dBeb2-aaba-11e9-8354-
00155deB2191",
"AZN_CRED_QOP_INFOQ": "SSK: TLSV12: 9C",
"AZN_CRED_PRINCIPAL_DOMAIN": "Default”,
"AUTHENTICATION_LEVEL": "8",
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Testing the Configuration

Output in parsed ‘pdweb.snoop’ trace

(32) 2019-08-02-10:00:55.028 WebSEAL (10.2.1.18:44586) to BackEnd (10.2.1.2:80) sending 2622 bytes
GET / HTTP/1.1

iv_server_name: default-webseald-isam90701mi.hypexrv.lab

jwt-authorization:
eyJraWQi0iJvSVoyY2IyUTZIWFOVOEN5SLUFOR1BaX095eFppXO5XUXVreWRoQURRLXIFIiwiYWxnIjoiUIMyNTYi£Q.eyJ1bWFpbEFkZHI1c
3Mi0iJqdXNlckBoeXBlcnYubGFiIiwiQVpOXONSRUREQVVUSFONRVRITOQi10iImYW1sh3Z1cilwYXNzd29yZCIsInRhZ3ZhbHV1X3VzZXJfc
2Vzc21vbl9pZCI6IMFYTmhiVGt3TnpCc2IXa3VhSGx3WlhKMkxteGhZaTFrWldaaGRXeDBBQTO9X1hVU1BNdOFBQUF JQUFBQXdNMDIFWGNQT
Ec5eEtmdOFBUVVOS1ZFbDNUV1JZT1RKbO1WaEdURXBDULR0SO1FNUXxRekIpTkZKUmRWcHpWblo2WjJoal56Z23dUa2RyYzBsQzpkZWZhdWxOI
iwiQVpOXONSRURTUFJJITKNIJUEFMX1VVSUQiOiIOZTdKkMGViMilhYWIhLTEXZTktODMINCOWMDEINWRIMDIXOWYiLCIBWk5£Q1IFRFORTLIBES
USGTYyI6IINTSzogVEXTVjEy0iA5QyIsIkFaT19DUKVEX1BSSUSDSVBBTFOETO1BSU41i01iJEZWZhdWxOIiwiQVVUSEVOVELIDQVRITOSETEVIWR
UwiOiIwIiwiQVpOXONSRURTUKVHSVNUUL1£SUQi0iJjbjlqdXNlcixkYz1pc3dnYSIsIkFaTl19DUKVEXOFVVEhERVBPQOhEVEINRSI6IFELIN
JQ3NTCcAMTEiLLCIBWk5EQ1IFRFOORVRXTLILXOFERFIFUINETULRSIjoiMTAuMidwL jEiLCIBWk5EQ1IFRFOBVVRITKIFQOhESUSGTYI6IkZha
WxvdmVyIEF1dGhlbnRpY2F0aW9uIiwiQVpOXONSRUREUFJJITKNIJUEFMXO5BTUUL01JqdXN1ciIsIkFaT19DUKVEXOLQXOZBTULMWSI6IKFGX
O10RVQiLCIOYWd2YWXx1ZV9zZXNzaWouX21uZGV4IjoiYzI2NzY3N2ELtYjUzNSOXMWUSLWFmMTgtMDAXNTVKZTAYMTImIiwiQVpOXONSRURET
kVUVO9SS19BRERSRVNTXOJJITiI6IjBAMGEWMjAWMDEiLCIBWk5EQ1IFRFOCUKIOXUOVSXOL0Rk8101iINb3ppbGxhLzUuMCAOV21uZG93cyBOV
CAXMC4wOyBXaW42NDsgeDYOKSBBcHBsZVd1YktpdC81MzcuMzYgKEtIVEIMLCBsaWt1IEd1Y2tvKSBDaHJvbWUVNzYuMC4z0DA5Ljg3IFNhZ
mFyaS81MzcuMzYil CIBWKk5£Q1IFRFOWRVITSU90IjoiMHgwMDAWMDkwNYIsTIKkFaT19DUKVEXOL1FQOhESUQi0iJIVI9MREFQX1YZLjAiLCIBW
k5£Q1JFRF9BVVRIWk5ESUQi0iJjbjlqdXNlcixkYz1pc3dnYSIsInRhZ3ZhbHV1X21heF9jb257dXJyZW50X3d1Y19zZXNzaW9ucyI6InVuc
2VOIiwidGFndmFsdWVEbGInaW5fdXN1c19uYW11lIjoianVzZXIilCIpc3MiOiJodHRwczovL21zYWO5MDcwlmh5¢cGVydissYWIvandOc3NvI
iwiZXhwIjoxNTYONzYxNjUL1£Q.yybNb4uxsmCPFiC5I02gIMhZBSxrpk9ja9Isk-
DrZdITVD5iVeSwqir4PDpyDkxOBPQngRD3IjYVvKFqJfgjuY4ssd_04x1ggt3hgroCCcYYbBO6NMhIOp2LURSEPAB6OIOMiELINAO9MWOFZ710Q£
N5QiF6MztgitjQMqykjPtOaydWAfzHycXRZOF73Jyxejy1SHZAT3RL2UoF737d3071WPpkxwB5mFk68KsXxESOR4urWlCsOHqCepijWjszi8f
Ch8I_nrgs1TRuvmC2KYNUJIxaDCNM4_i6HDCwA6NRRcMUUEgp9actX9zw6nB49oAwYaZGiDwqrhD1EgjptBnWY86PA
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OAuth: JWT as an Access Token on ISAM

Our esteemed Developer Leo Farrell has published the following post to

consume JWT and make an ISAM Session:
https://www.ibm.com/blogs/security-identity-access/oauth-jwt-access-token/

Cons:
- Only allows for either JIWT or OAUTH tokens

Let’s improve on the groundwork laid here by supporting both JWT and
OAUTH access tokens via a bit more customization.
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https://www.ibm.com/blogs/security-identity-access/oauth-jwt-access-token/

Supporting both JWT and OAUTH tokens

A high level overview of what will be accomplished:
- Create an STS Chain to decide which sub chain to use

- This allows us to support both JWT and OAUTH tokens
- Create the JWT related chains
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Creating the Trust Chain Templates

We need to make a new Trust Chain template to consume JWT and provide
an STSUU XML document back. Provide a ‘Name’ and ‘Description’ for the

template:
New Template

* Name: jwt-consumer-template

Description: Template to consume JWT for an ISAM Credential

OK Cancel
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Creating the Trust Chain Templates

Add the following modules in the specified modes:

Security Token Service Module Chains Templates Modules
[*add  [#edt  [# Delete Fitter 1S
Templates -

jwt-consumer-template
Template to consume JWT for an ISAM credential

jwt-sso-jct-template
Template for a JWT STS SSO Junction

B}’ Add E’} Delete Move Up

Template Contents

Default Jwt Module
Default Jwt Module Instance
Mode: Validate

Default STSUU
Default STSUU Module Instance
Mode: Issue

-J} Move Down
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Creating the Trust Chain Templates

Make a new Trust Chain template to route between the different Token
validators and provide back an STSUU. Provide a ‘Name’ and ‘Description’

for the template:

New Template

* Name: token-router-template
Description: A template for token routing

OK Cancel



Creating the Trust Chain Templates

Add the following modules in the specified modes:

Security Token Service Module Chains

[*add  [#edt  [# Delete Fitter

Templates

jwt-consumer-template
Template to consume JWT for an ISAM credential

jwt-sso-jct-template
Template for a JWT STS SSO Junction

token-router-template
A template for token routing

B}’ Add Delete Move Up

Template Contents

Default Map Module
Default Javascript Mapping Module Instance
Mode: Map

Move Down
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Creating the Trust Chains

Add a new chain and specify the ‘Overview’ properties:

New Module Chain
Overview Lookup Security Properties
* Name: implicitprovider-consumer-chain
Description: Consumes JWT from the OIDC ‘implicitprovider’ Federation and returns an STSUU
* Template: jwt-consumer-template
Description: Template to consume JWT for an ISAM credential
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Creating the Trust Chains

Specify the ‘Lookup’
properties:

For our example we’ll
use the ‘Implicit’
OIDC Provider from
earlier to create the
JWT for consumption.

New Module Chain

Overview Lookup

* Request Type:

* URL:

Lookup Type:

Applies to

* Address:

Service Name:

Port Type:
Issuer

* Address:

Security Properties

Validate|

hitp://schemas.xmisoap.org/ws/2005/02/trust/\Validate
@) Traditional WS-Trust Elements

() XPath

hitps:/fisam8070.hyperv.lab/oidc/implicit
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Creating the Trust Chains

Specify the module
chain ‘Properties’.

Match the ‘Implicit’
provider properties of
the outgoing JWT.

New Module Chain

Overview Lookup Security

Template Contents

Default Jwt Module
Default Jwt Module Instance
Mode: Validate

Default STSUU
Default STSUU Module Instance
Mode: Issue

Properties

Default Jwt Module (Validate)

JWT Signing

Signature algorithm

RS256 v

Signing shared symmetric key

Certificate Database
rt_profile_keys =

Certificate Label
jwisso-signing-key -

Signing JWKS uri
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Creating the Trust Chains

Continue with the
‘Claims
Configuration’
properties.

We'll explicitly validate
‘Implicit’ provider
created JWT with this
chain.

Claim configuration

Pattern to match "iss’ claim against
https:/fisam3070.hyperv.lab/ok

Pattern to match 'sub’ against

Pattern to match "aud’ claim against.

V| Validate "exp’ is in the future
Validate 'nbf is in the past

Clock skew for 'nbf and 'exp’ checks

-

-
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Creating the Trust Chain

Create the Trust Chain that will perform the token routing.

Add a new chain and specify the ‘Overview’ properties:

New Module Chain

Overview Lookup Security Properties
* Name: token-router-chain
Description: Chain to route tokens and return an STSUU for Reverse Proxy Consumption
* Template: token-router-template -
Description: A template for token routing
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Creating the Trust Chain

Specify the ‘Lookup’
Properties

The reverse proxy
Issues the requests as:

‘urn:ibm:ITFIM:o0auth20
:token:bearer’

New Module Chain

Overview Lookup

* Request Type:

* URL:

Leokup Type:

Applies to

* Address:

Service Name:

Port Type:

Issuer

* Address:

Security Properties

Validate

http://schemas.xmisoap.org/ws/2005/02/trust/Validate
@) Traditional WS-Trust Elements

(7) XPath

urn:token:router

urn:ibm:ITFIM:0auth20:tcken:bearer
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Creating the Trust Chain

Finally, we specify the mapping rule to be used in the module
‘Properties’ configuration:

New Module Chain

Overview Lookup Security Properties
Template Contents Default Map Module (Map)
Default Map Module JavaScript file containing the identity mapping rule:
Default Javascript Mapping Module token-router -
Instance
Mode: Map

The token-router mapping rule:

https://github.com/IBM-Security/isam-support/blob/master/config-example/federation/ws-

trust/mapping/token-router.js
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https://github.com/IBM-Security/isam-support/blob/master/config-example/federation/ws-trust/mapping/token-router.js

Relevant Reverse Proxy settings

Configure your Reverse Proxy for both ‘Browser’ and ‘API Protection’
via the ‘Oauth and OpenID Connect Provider Configuration’
wizard.

Then, the following is the only Reverse Proxy configuration file change you’ll
need to make:

[oauth]

default-fed-id = urn:token:router



Testing the configuration

Make a request with the JWT as the value in the ‘Authorization’ header:

curl -k "https://isam9070.hyperv.lab" -vv -H "Authorization: Bearer
eyJraWQi0iJvSVoyY2IyUTZIWFOVOENSLUFOR1BaX095eFppXO5XUXVreWRoQURRLXIjIiwiYWxnIjoiU. .._vEGwA7JIVLOQHypg"

And you get in!

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 3.2//EN">

<title></title>
</head>
<body bgcolor="#000000" link="#ffffff" alink="#ffffff" vlink=
"EEELEE"S
<br>
<br>
<br>
<br>
<center><img src="/pics/iv30.gif" alt=""></center>

<br>

<br>

<br>

<br>
</b0dy> 60
</html>
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Specification Reference and Workflow Review

RFC7523 defines the JWT Bearer grant type. This grant type allows the

client to submit a JWT Bearer assertion in exchange for an Access Token.

The following diagram describes the steps in the assertion bearer grant type flows:

Resource
owner

1. Assertion

2. Assertion

I Client = Authorization
Server

3. Token
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Creating an API Protection Definition

Create an API Protection Definition with the type ‘JWT Bearer’.

OpenlD Connect and API Protection Definitions Resources Clients Mapping Rules

Save Cancel

Name: jwtbearertoken

Description: API Protection Definition to validate JWT and return an Access Token

Access Policy: -

¥ Grant Types

[] Authorization code

Resource owner username password
Client credentials

Implicit

/| JWT Bearer

| |SAML 2.0 Bearer

[ | Device Grant
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Creating a client

Create a client for the JWT Bearer API Protection Definition:

New Client

Client ID:

Client name:

API definition:

Confidential:

Client secret:

Redirect URL

Company name:

Client Configuration | Extension Properties

jwibearer_ciient

Generate

jwtbearer_client

jwtbearertoken -

O

OwNvPUgqVGsts12xhT1b Generate
['j" New Delete
(O | nhttps:#fjwt.io

jwtbearer_client
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Updating the mapping rules

Edit the ‘preTokenGeneration’ and update the following line to enable
assertion grant types:

var enableAssertionGrants = true;

An RFC compliant validation script:

https://github.com/IBM-Security/isam-support/blob/master/config-
example/aac/oauth js/oauth/jwtbearer/assertionGrantValidationTools.js

A preTokenGeneration mapping rule that implements it:

https://github.com/IBM-Security/isam-support/blob/master/config-
example/aac/oauth js/oauth/jwtbearer/oauth-jwtbearer-preTokenGeneration.js
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https://github.com/IBM-Security/isam-support/blob/master/config-example/aac/oauth_js/oauth/jwtbearer/assertionGrantValidationTools.js
https://github.com/IBM-Security/isam-support/blob/master/config-example/aac/oauth_js/oauth/jwtbearer/oauth-jwtbearer-preTokenGeneration.js

Testing the configuration

Make a Request as follows :

$ curl -k "https://isam9070.hyperv.lab/mga/sps/oauth/oauth20/token" --data-ascii
"client_id=jwtbearer_client&grant_type=urn:ietf:params:ocauth:grant-type:jwt-
bearer&assertion=eyJraWQi0iJvSVoyY2IyUTZIWF9VOENSLUFOR1BaX095eFppX05XUXVreWROQURRLXIFIiwiYWxnI
JoiUIMyNTY1£Q.eyJjdXNOb21BdHRyaWJ1dGUi0iJtaXNzaWs5nIiwibm9uY2U101JibGFoIiwiY3J1ZGVudGlhbEFOdHIp
YNVOZSI6IINTSzogVEXTVjEy01A5QyIsImlhdCI6MTU2NDcANDgzMCwiaXNzIjoiaHROCHM6LY9pc2FtO0TA3MC50eXBlcn
YubGFiL29pZGMvaWlwbGljaXQiLCImaXh1lZEFOdHIpYnNVOZSI6ImZpeGVkdmFsdWUiLCIzdWIi01iJqdXNlciIsImV4cCI6
MTU2NDc40DQzMCwibGRhcEFOdHIpYNVOZSI6Ikpvc2VwaCBVec2VyIiwiYXVkIjoiaWlwbGljaXREY2xpZW50In0.YLX1hT
mMSz1zVpjBKvyUXnkcA5WO7SVVHsuHgi6yq-
VDXK5xrwxSrrg1DBz3SO0ToQBBBLAM1vudnQ3QvauvgfllotiFGkLzv92uU5Z-1MrXQuIpAU9QmypubOCcXYATqdy -
1hyG939YxrjFWyj101VyUBmOOVHcVI9gl_ Ayo6QhV7FtTCIrQpt2HLmGYy1BwTxSJPaZz9tb_SJ9vGaS6En6FQJAbEVDELrTXG
3QuPYZ5rnT1Xb4sYa0iug0iJoOJ7EHtO_dxD67gqWQ-RD-
1E6ukrfgXH1YrjkUJsIp3MOrsilLmOoA3eebUBQOEWPqSYTzbKtT1rNOMX-QXn1Bg83tW63aFQ"

{"access_token":"qENOKFz7jENYSmZQPmjj",6 "scope":"", "token_type":"bearer",6 "expires_in":3599%

Passina‘client_id’, ‘grant_type’, and ‘assertion’ which holds the
JWT. Receive a valid access token.
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Questions for the panel

Ask the panelists a question now

Enter your question in the Q&A widget

To ask a question after this presentation:

Ask follow-up questions in the IBM Support Forums
https://www.ibm.com/mysupport/s/forumshome
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For more information

« Product Forum: http://ibm.biz/ISAM-support-forum
- Security Learning Academy: https://ibm.biz/ISAM-LearningAcademy

- IBM Knowledge Center:

https://www.ibm.com/support/knowledgecenter/SSPREK/welcome.html

Useful links:

Get started with IBM Security Support IBM Support
Sign up for My Notifications IBM Security Community

' .
Follow us: @ N

www.youtube.com/user/IBMSecuritySupport twitter.com/askibmsecurity http://ibm.biz/ISCS-LinkedIn

IBM Security / © 2019 IBM Corporation
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http://ibm.biz/ISAM-support-forum
https://ibm.biz/ISAM-LearningAcademy
https://www.ibm.com/support/knowledgecenter/SSPREK/welcome.html
http://www.ibm.com/support/docview.wss?uid=swg27045701
https://www.ibm.com/mysupport
http://www-01.ibm.com/software/support/einfo.html
https://www.ibm.com/security/community
http://www.youtube.com/user/IBMSecuritySupport
https://twitter.com/askibmsecurity
http://ibm.biz/ISCS-LinkedIn

Thank you

Follow us on:

securitylearningacademy.com
youtube/user/IBMSecuritySupport
@AskIBMSecurity
ibm.biz/IBMSecurityClientSuccess-LinkedIn
securityintelligence.com
xforce.ibmcloud.com

ibm.com/security/community
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